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INTERNATIONAL FRAUD AWARENESS WEEK
Identifying & Preventing Email Compromise Fraud

In addition to Veterans Day and Thanksgiving, November plays host to another noteworthy occasion each year: International 
Fraud Awareness Week. This year, the Association of Certified Fraud Examiners (ACFE) will commemorate International Fraud 
Awareness Week from November 12-18. As a loyal supporter of Fraud Week, Alloya is spotlighting a type of fraud that’s 
seen a notable uptick: email compromise. There are two major types: business email compromise (BEC) and email account 
compromise (EAC). Both are sophisticated scams where an individual takes over a legitimate business or personal email 
account through social engineering or computer intrusion to conduct unauthorized transfers of funds. The FBI’s Internet 
Crime Complaint Center (IC3) received 21,832 email compromise complaints last year, with losses exceeding $2.7 billion.

How to combat BEC and EAC? The trick is to P.A.U.S.E. Literally and figuratively! Review the red flags and their corresponding 
indicators, and then share the best practices with your credit union team and members to avoid falling victim to email 
compromise scams. Remember, if you suspect fraud, contact Member Services for assistance at (800) 342-4328 or 
memberservices@alloyacorp.org. For additional Fraud Week resources, visit www.fraudweek.com.

RED FLAG INDICATOR BEST PRACTICE

Pressing Request for payment is sent with a pressing 
sense of urgency.

Use a secondary channel, such as a phone call, to verify the 
incoming request.

Abnormal The transaction is inconsistent with the 
member's normal activity.

Learn the payment habits of your members. Encourage your 
members to monitor their accounts regularly. If something 
seems unusual, contact Alloya.

Unreachable The member cannot be reached via their 
contact information on file.

Review your member’s account change history. Determine if 
their contact information was changed around the time of a 
suspicious funds transfer.

Spoofed Email communication originates from an 
altered, unknown or spoofed email domain.

Ensure credit union employee computers are enabled to view 
full email extensions. Verify the email domain is associated with 
the business/individual it claims to be from.

Evasive The member is secretive about the purpose 
of the transfer and requests confidentiality.

Use a secondary channel, such as a phone call, to gather more 
detail and better clarify the purpose of the transfer.
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E D U C A T I O N

• The current and emerging cybersecurity threats (i.e.,
cryptocurrency, BEC, AI)

• Strategies for identifying cybersecurity vulnerabilities within
your credit union

• Proven methods that can be used to prevent you and your
members from being a victim of cybercrime

Part II: Payment Fraud
Presented by Loran March, Fraud Analyst
Key takeaways:
• Current payment fraud trends
• Mitigating payment fraud losses at your credit union
• The importance of reporting fraud occurrences to Alloya and

how we use this information
• Benefits Alloya’s Compliance team brings to your credit union

Register now at www.alloyacorp.org/cyber-fraud-webinar.

FROM CYBER THREATS TO PAYMENT FRAUD
How to Protect Your Credit Union

Wednesday, November 29, 2023 | 1:00 pm CT

With the continued increase of cyber-related crimes and payment 
fraud, there’s no better time than now to join Alloya for this jam-
packed, 90-minute webinar covering a series of cybersecurity and 
fraud prevention topics, hosted by two of Alloya’s risk 
management experts!

Part I: Cybercrime Attacks
Presented by Dean Choudhri, Vice President, Cybersecurity & 
Information Assurance
Key takeaways:

NEW ARTICLE BY OUR EXPERT
Swindled Swifties | P2P Fraud Lessons Learned
As big-time, lifelong fans of the music sensation Taylor Swift, the 
“Sister Swifties” were stoked to get their hands on tickets to the 
artist’s Eras Tour through the secondary market. Unfortunately 
for the Sister Swifties, an opportunity that seemed too good to be 
true was exactly that. 

Discover their P2P fraud lessons learned in this latest 
article by Alloya's Vice President of Operational 
Risk & Compliance Liza Gillan at 
www.alloyacorp.org/swindled-swifties-article.

CELEBRATE WHAT'S R IGHT 
WITH THE WORLD!

How do you motivate your 
workforce to embrace a 
positive vision in turbulent 
times like these? Former National Geographic 
photographer Dewitt Jones has spent 20 years 
inspiring audiences to celebrate what’s right 
with the world. 

Why? Because by celebrating what’s right, we 
find the energy to fix what’s wrong, allowing 
us to:

Link with Alloya and Dewitt Jones on Thursday, 
December 14, 2023 at 1:00 pm CT to focus 
your vision, rekindle your passion and celebrate 
what’s right with the world! Register now at 
www.alloyacorp.org/linkwithalloya.

Reframe obstacles into opportunities
Greet the day with a sense of possibility
Transform the ordinary into the extraordinary

Never has his positive message been more important.

https://www.alloyacorp.org/publications-news/publications/articles-by-our-experts/swindled-swifties-article/
https://www.alloyacorp.org/simplicd-issuance-simplified/
https://www.linkedin.com/company/alloyacorp/

